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Motivation

“We take a different approach and revisit an old idea: to provide each
voter with a private tracking number. [...] This Is appealing In that it
provides voters with a very simple, Intuitive way to verify their vote, In
the clear.”

—In Selene: Voting with Transparent Verifiability and Coercion-Mitigation
(Peter Y.A. Ryan, Peter B. Rgnne, Vincenzo lovino)
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Design of a user Interface




Enc(vote)

Vote

Tally
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NG v % B 1422

Please enter you credentials (ID
and Password) received by mail

D

LOGIN :l

OmMNDB ¥4 @ 1425

LOGOUT

The votes have been counted.

The results are:

Candidate B 41%
Candidate C 28%
Candidate A 22%
Blank 7%

You can see now a list with all submitted

votes.
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OmMNDB oy @ 1427

*

Checking your credentials...

OmMND

Why should | check if my vote is on the

list?

OND * % A 1424

vt B 1426

LOGOUT

Welcome to the 2018
Elections.

We have developed an easy-to-use voting
app for your convenience. Click on "Next"

to proceed.

OmMND

LOGOUT BACK

OmMNDB *% A 1424

LOGOUT

Vote for your candidate.

O Candidate A
@® Candidate B
O Candidate C

O Blan

vt B 1426

LOGOUT

Below, you can see the list of counted

- We let you control the correctness of our

records.

+ By doing it, you contribute to validate the
result of the election.

+ This process allows independent
organizations to check the validity.

PREVIOUS

NEXT

E-Vote-ID 2019

SEE MY VOTE

votes. Click on "See my vote" to see
your vote in the list.

A problern? Contact-us.

Tracking number Vote

44075

26923

96335

29067

70875

58011

68999

Blanc

k

NEXT

You selected:

Candidate B

Is it correct?

NO, MODIFY

OmMNDB *% A 1424

LOGOUT i

YES, SUBMIT i

You can't undo this.

ANDE *% @ 1425

LOGOUT

'

Encrypting your vote...
Candidate B

e3b0c44298fc1c149afbf4c8996fh92427ae41e46

49b934ca495991b7852b855

el

vt B 1426

OmMND

(

Retrieving encrypted
tracking number...

LOGOUT

OmMND

U

vt B 1426

LOGOUT

Decrypting tracking number...

OK

OmMNDB ¥y @ 1425

LOGOUT

Your vote has been s

~ - - o 144
submitted.

When the election is over, you will receive
a letter telling you how to check the
result.

OmMNDB ¥ @ 1426

LOGOUT

Below, you can see your vote in the
list of votes. Thanks for checking!

A problem? Contact-us.
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47559 Blanc
26655 B
94727 A
32551 B
22903 c
30943 B
96603 c
59083 B
86419 A
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“Mental models are people’s view of the world, of themselves, of thelir
own capabilities, and of the tasks that they are asked to perform, or
topics they are asked to learn.”

—Donald Norman
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) User Study

Questionnaire l

Security, visible yet unseen? —CHI Proceedings 2019
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2 Mental Models

Hacking

APR/erifiediti ty

Observer

Secrecy

Privacy
Coercion
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What have we learned?

Impact of Design

. . ) .
Impact on Voting Research 100% of effectiveness

* A lack of understanding
* People care about Privacy and Coercion

® Security unseen

* Verification is confusing

* Trust important for security perception Limitations

* Accessibility of knowledge

* 1 hour to understand

I —

* |ncomplete experience

C—
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Future Work
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Thanks for your attention!
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